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ABSTRACT

Thesubstantiabverheadf performingglobalinternetmonitoring
motivatestechniquedor inferring spatiallylocalizedinformation
about performanceusing only host-basedend-to-endmeasure-
ments.In this paperwe present novel methodologyfor inferring
gueuingdelay distributions acrossinternal links in the network
basedsolely on unicast,end-to-endneasurementsA key feature
of our new approacthis thatit is nonparametricneaningthatno a
priori limit is placedon the numberof unknavn parametersised
to modelthe delaydistributions. The nonparametri@pproachs
requiredin orderto accuratelyestimatethe wide variety of inter-
nal delaydistributions. The methodologyis formulatedaccording
to arecentlyproposechonparametricwavelet-basediensityesti-
mationmethodin combinationwith an expectation-maximization
optimizationalgorithmthatemplg/s anovel fastFouriertransform
implementationWe performnetwork level ns simulationgto ver-
ify theaccurag of the estimationprocedure.

1. INTRODUCTION

Spatiallylocalizedinformationaboutnetwork performanceplays
animportantrole in isolationof network congestioranddetection
of performancalegradation.Routingalgorithms servicingstrate-
gies, securityprogramsand performanceverification can benefit
from monitoring techniqueghat reportsuchinformation. Moni-
toring canbe performedinternally but it is impracticalto directly
measureraffic characteristicat all internaldevicesfor a number
of reasong1]. This haspromptedsereral groupsto investigate
methodsfor inferring internalnetwork behaior basedon “exter-
nal” end-to-enchetwork measurementd, 2, 3, 4, 5, 6, 7, 8]. This
problemis oftenreferredto asnetwork tomography.
Queuingdelaysareoneof the mostcritical performancehar
acteristics. Optimizing communicatiometwork routing and ser
vice stratgies requiresknowledge of the queueingdelay at dif-
ferentpointsin the network. Measuringend-to-endsourceto re-
ceiver) delaysusingtimestamp$6, 9, 10] is relatively easyandin-
expensve in comparisorto internalmeasuremenglthoughthere
areof coursemeasuremenssueghatmustbeaddressedt is nat-
uralto considerthefollowing problem:from end-to-endneasure-
mentscanwe resohe the queueingdelay experiencedat internal
pointsin the network? More precisely the goal of the network
tomographyproblem consideredn this paperis to estimatethe
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probability distribution of the queueingdelayon eachlink based
on end-to-endbaclet pairmeasurements.

In this paper we describea nonparametric framewvork for the
inferenceof internaldelay distributionsbasedon unicastend-to-
end measurement.By nonparametriove meanthat no a priori
limit is placedonthe numberof parametersr degreesof freedom
usedto describethe obsered delaymeasurementdviost work to
datein network tomographyis basedon parametric models. A
nonparametri@pproachbasedon cumulantgeneratingfunctions
wasproposedn [11], but this approachunlike ours,requiresin-
ternal measurements.Parametricmodelsassumethat the mea-
suredtraffic datadependson a finite numberof parameters.For
example,earlierwork in delaydistribution estimation,including
our own, hasbeenbasedon discretizedor quantized)delaymea-
surementswith internal delay distributions modeledas discrete
probability massfunctions (pmfs) [1, 2, 3]. In this contet, the
parametersiresimply the probabilitiesassociateavith eachpmf.
It hasbeenour experience,however, that no sufiiciently simple
parametriomodelis capableof portrayingthe wide variety of in-
ternaldelaydistributionsobsenedin practice thusmotivatingthe
consideratiorof nonparametrior continuousmodels. We com-
pareparametricpmf-basedielaydistribution estimatorswith the
nen nonparametri@pproachn network simulationexperiments,
andfind thatthe nonparametrienethodoffers significantly supe-
rior performance.

Theremaindeiof thepaperis structuredn thefollowing man-
ner. In Section2 we describethe measuremerftamevork, mod-
eling assumptionandimplementatiorrequirementsin Section3
we describethe inferencemethodologydetailingthe nonparame-
teric estimationprocedureandan expectation-maximizatio(EM)
algorithmusedio computeheestimatorsin Sectiord wedescribe
theresultsof ns experimentdesignedo exploretheperformance
of the methodology In Section5, we make someconcludingre-
marksandindicateavenuef futureresearch.

2. MEASUREMENT FRAMEWORK

Throughoutthis paper we concentrat®n networks comprisedof
a single sendertransmittingmeasuremenprobesto multiple re-
ceivers. Thereis no difficulty extendingthe approactto measure-
mentsmadeat multiple sourcesalthoughcaremustbe takenthat
measuremen@resufiiciently separatefor independencassump-
tionsto hold. We assumehatthetopologyis fixedthroughouthe
measuremenperiod, but straightforvard extensionscan account
for changesn topologyover coarseiime scales.

For thenetworkswe considerstandardhetwork routing proto-
colsproduceatree-structuretbpology with the source attheroot
andthereceivers attheleaves. A network with six receversis de-



pictedin Fig. 1. Thenodesbetweerthe sourceandreceversrep-
resentinternalrouters. Connectionetweenthe source routers,
andreceversarecalledlinks. Eachlink betweenroutersmay be
a direct connection,or theremay be “hidden” routers(whereno
branchingoccurs)alongthe link thatarenot explicit in our repre-
sentation.We adoptthe notationthatlink 7 connectsodes to its
parentnodew(%).

Fig. 1. Tree-structureahetwork topologyusedfor ns simulation
experiments. Source(node0) transmitsto 6 recevers (nodes6-
11). Link speedsin Mb/s are shovn next to the links. Link 4
connectsodei to its parentnodew(i), e.g.link 9 connectsrodes
5and9.

The basicmeasuremenand inferenceideais quite straight-
forward. Supposéwo closelytime-spaced@back-to-backpaclets
are sentfrom the sourceto two differentrecevers. The pathsto
thesereceverstraversea commonsetof links, but at somepoint
the two pathsdiverge (as the tree branches). The two paclets
shouldexperienceapproximatelythe samedelay on eachshared
link in their path. This facilitatesthe resolutionof the delayson
eachlink. We collectmeasurementsf theend-to-endlelaysfrom
sourceto recevers,andwe index the paclet pair measurementsy
k = 1,...,N. Forthe k-th paclet pair measurementet y1 (k)
andy- (k) denotethetwo end-to-endlelaysmeasuredTheorder
ing 1 and?2 is arbitrary; the indicesare randomlyselectedwith
no dependencéhe orderin which the pacletswere sentfrom the
source.Sincewe areinterestedn inferring queuingdelay ourfirst
stepis to extractthe minimumdelay(propagationt+ transmission)
on eachmeasuremenpath. This is estimatedasthe smallestde-
lay measuremenwe acquireon the pathduring the measurement
period.

Toillustratethebasicideasbehindour inferencemethodology
in its simplestform, supposehat we sendmary paclet pairsto
recevers6 and7 in Fig. 1 andmeasurehe delaysexperiencedy
eachpaclet. Eachmeasurementonsistsof a pair of delays,one
beingthe delayto recever 6 andthe otherthe delayto recever 7.
Fromthesemeasurementspollecteventswhere'0’ delay(adelay
in bin zero) is measuredat recever 6. Now, assumingthat the
delayis the samefor both pacletson the commonlinks (1 and2
in this case),ary “additional” delayobseredto the recever at 7
canbe attributedto link 7 alone. We canthenbuild a histogram
estimateof the delay pmf for link 7. We describethe complete,
large-scaleEM algorithminferenceproceduren Section3.

Thereareseveralassumptionn the framevork thatarewor-
thy of discussion.Firstly, we assumespatialindependencef de-
lay. Delayon neighboringdinks is generallycorrelatedo a greater
or lesserextent dependingon the amountof sharedtraffic. In
the presencef weakcorrelation,our framework is ableto derive

goodestimate®f thedelaydistributions. As thecorrelationgrows
stronger we seea gradualincreaseof biasin the estimates.We
alsoassumdgemporalindependencésuccessie probesacrosshe
samelink experienceindependentlelays). Temporaldependence
wasobseredin [1] andin our experiments.As in [1], the max-
imum likelihood estimatorwe emplg/ remainsconsistentn the
presencef temporaldependencéjut the corvergencerateslows.
Finally, our framevork hingeson an assumptiorthat pacletsin
a pair experiencea commondelay on sharedlinks. In actualin-
ternetexperimentswve have foundthatary discrepanciebetween
delaysarevery slightandthuswill notsignificantlyeffecttheper
formanceof our methodology[12].

3. DELAY DISTRIBUTION INFERENCE

We commencehe descriptionof our inferenceframenork by for-
malizingourmeasuremergndmodelingnotation.We assumehat
thesemeasuremengreindependenéndidenticallydistributedac-
cordingto a continuousdelaydensityp; (), wherewithout lossof
generalitywe assumethatt € [0, 1] (for cornvenienceof exposi-

tion we take the maximumdelayto be unity). Definea discrete

pmf via p;; = f((J,S";;()/Kpi(t)dt, j =0,...,K — 1, where

K is the smallestpower of two greaterthanor equalto N;. Let
pi = {pi,o-..,pi,k—1} denotethe probabilitiesof a delay of
0,1,...,K — 1 time units, respectrely, on link i. We denote
the paclet pair measurementy = {y1(k), y2(k)}o_;. In gen-
eral, only arelatively smallamountof datacanbe collectedover
theperiodwhendelaydistributionscanbeassumea@pproximately
stationary A naturalestimatewould be the maximumlik elihood
estimateMLESs) of p = {p:}, the collectionof all delaypmfs.
Underthe assumptiorof spatialindependencethe likelihood of
eachdelay measuremen{y: (k), y2(k)}, denoted(y|p), is pa-
rameterizedby a corvolution of the pmfs in the path from the
sourceto recever. We have developedan EM algorithm[2] to
computeMLEs for the parametricinstanceof this problem(i.e.,
whenK < N).

In this paper our goalis nonparametricelaydensityestima-
tion on eachlink. This is accomplishedy choosingthe number
of binsto be equalto or largerthanthe numberof measurements,
andthusthe problemis ill-posedandthe MLE tendsto over-fit to
the probedata. This resultshighly variableestimateshat do not
accuratelyreflectthe delaydistribution of thetraffic atlarge. One
way to reducethis irregularity is to maximizea penalizedikeli-
hood.Wereplaceghemaximum(log) likelihoodobjective function
L(p) = log l(y|p) with anobjective functionof theform:

L(p) — pen(p), (1)
where

per({pii}) = D 5 log(N:) x s, @

whereN; denoteshenumbemrobepacletspassinghroughlink ¢
and#, denoteghe numberof non-zeroHaarwaveletcoeficients
in the delaypmf of link 7. This wavelet-basedchemes calleda
Multiscale Maximum Penalized_ik elihoodEstimator(MMPLE),
andit was proposedn [13] for conventional (non-tomographic)
probability density estimation. It penalizesthe irregularity and
compleity of the pmf — the larger the value of #;, the more
“bumps”in thepmf. Therearetwo importantfeaturesof the MM-
PLE: (1) the global maximizercan be computedin O(K) oper
ations; (2) the MMPLE is nearly minimax optimal in the rate of
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Fig. 2. Comparisorbetweertrue pmfs(solid) andestimategomfs (dashed) Top panelshaws true pmf andMMPLE (calculatedusing512
bins); bottompanelshaws true pmf and MLE (calculatedusing16 bins). 16 binsis determinedasthe bin sizeat which the MLE obtains

thebestfit. (a) Link 5. (b) Link 7. (c) Link 9.

corvergenceover a broadclassof functionspacesin all resultsin

this paperwe emplg a trandation-invariant versionof the MM-

PLE, in which multiple MMPLEs arecomputedwith K different
shifted versionsof the Haarwavelet basisandthe resultingesti-
matesareaveraged.This producesa slight improvementover the
basicMMPLE and can be efficiently computedin O(K log K)

operations.

Thepenalizedikelihoodfunctionin (1) cannotbe maximized
analyticallydueto theconvolutional relationshipbetweerink de-
lay pmfsandend-to-endneasurementg. TheEM algorithmis an
iterative proceduredesignedo maximize(1) thattakesadwantage
of the O(K') computationakimplicity of the MMPLE technique.

Thefirst stepin developingan EM algorithmis to proposea
suitablecomplete data quantitythatsimplifiesthelik elihoodfunc-
tion. Let z;(k) denotethe delayon link : for the pacletsin the
k-th pair. Let z; = {z;(k)} andz = {z;}. Thelink delaysz
arenot obsered, andhencez is calledthe unobserved data. De-
fine the complete data « = {y, z}. Notethatthe completedata
likelihoodmaybefactorizedasfollows l(z|p) = f(y|z)g(z|p),
where f is the conditionalpmf of y given z (which is a point
massfunction since z determinesy), and g is the likelihood of
z. Thefactorizationshaws thatl(z|p) « g(z|p), since f(y|z)
doesnot dependon the parameterg. Next notethat the likeli-
hoodg(z|p) = [[; ; P\, wheremi ; = 3, 1.,(x)=; is the
numberof paclets(out of all the paclet pair measurementghat
experienceda delayof j onlink ¢; herel 4 denotesheindicator
function of theevent A. Thereforewe have

L(p) oc Y _ mi; logpi,s. @)
¥

If them; ; wereavailable,thenwe could directly apply the MM-
PLE describedabore.

The EM algorithmis an iterative methodthat usesthe com-
plete data likelihood function to maximize the penalizedlog-
likelihoodfunction. Specifically the EM algorithmalternatese-
tweencomputingthe conditionalexpectationof the completedata
log likelihood given the obsenrationsy and maximizingthe sum
of thisexpectatiorandtheimposedcompleity penalty(—pen(p))
with respecto p. Noticethatthe completedatalog likelihood(3)
is linearin m. Thus,in the E-Stepwe needonly computethe ex-

pectatiorof m = {m; ; }. Thiscanbeefficiently performedusing
amessag@assingor upward-davnward) procedurg14]. Unfor-
tunately a straightforvardimplementatiorof themessag@assing
procedureasproposedn [2, 3], hasa computationatompleity
whichis O(M K*), whereM is thenumberof links in thetreeand
K is thenumberof bins. Thisis impracticalin our nonparametric
settingsinceK is notfixed,but ratherincreaseg proportionto the
numberof measurementsiVe usea novel, fastFouriertransform
basedmplementatiorwhich is O(M K?2logK), a tremendouse-
ductionin compleity when K is large. For moredetailssee[12].
In theM-Step,we applythe MMPLE algorithmof [13] to thecon-
ditional expectationm. The EM algorithmtypically corvergesin
10to 15iterations.

4. SSMULATION EXPERIMENTS

In orderto verify the performanceof our estimationmethodol-
ogy, we conductechs simulationexperimentsusingthe network
depictedin Fig. 1. The network was simulatedfor multiple two
minute measuremenperiods. This time durationcorrespondso
500 paclet-pairs. Throughoutthe measuremenperiod, queue
lengthsin the network were determinedat a fine time scaleby
monitoring the arrivals of every paclet at eachqueue. A “true”
pmf for eachlink was formed by calculatingdelaysfrom queue
lengthsandlink capacitiesquantizingand forming a histogram.
Whengeneratinghis true pmf, somuchdatais availablethatthe
guantizationcan be very fine (constructingan excellentestimate
of thedelaydensity)without affecting estimationstability.

In Fig. 2, we shav the resultsof one experiment,compar
ing thetrue pmfsto the nonparametrid MPLE estimatorandthe
MLE estimatorof [2] (the estimationtechniquein [1] alsoreturns
the MLE, althoughit is devisedin a differentsetting).We display
resultsfor the lower bandwidthlinks becausdor our experimen-
tal set-up queueinglelaywasconcentrate¢h thesdinks. Thereis
substantiamassn thetails of thesepmfsandwe canevaluatehown
well the pmf estimategyeneratedby our proposedmethodology
estimategnatchthe tails. In the higherbandwidthlinks, thereis
muchlessmassn the pmf tails. For thesdinks, boththe MLE and
MMPLE estimatesnatchthe true pmf whereprobability massis
concentratedyut thereis insuficientinformationto closelymatch
the tails. We calculatedthe MLE for a variety of bin sizes,but



shaw the bin sizethatachieved the bestfit to the true pmf (in this
caselb6 bins). The nonparametriestimatorwas calculatedfrom
512bins.
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Fig. 3. L, errorcriterionaveragecver 25 simulationgmeansand
standardleviation). Solidline is MMPLE, dashedine is MLE (16
bins),dottedline MLE (64 bins).

In Fig. 3, we plot themagnitudeof the L1 errornormbetween
thetrue pmfandthe MMPLE for thelinks in the network, asaver-
agedover 25 simulations.Also shavn aretheresultsfor the MLE
for medium(64 bins) andlarge (16 bins) bin sizes. The L, error
normis simply thesumof theabsolutalifferencebetweertheesti-
matedpmf andthetrue pmf overtheK bins(MLE estimatesnade
with fewer binsareappropriatelycorverted).As discussedh [15],
the L; errorcriterionis acommonmeasuref the performancef
a densityestimate. The adwantageof sucha measureasopposed
to a mean-squaredrror criterionis that more attentionis paidto
thetails of the distributions. It alsoenjoys several theoreticalad-
vantagesver othermeasure§l5].

As is evident from the two figures, the MMPLE technique
generategstimatesvhich aresmooth,closefits to the true pmfs.
In orderto introducesomedegreeof smoothnesdVILE estimates
mustbe calculatedusinga large bin size,resultingin aninability
to capturethefiner detailsof a pmf.

Whentheamountof probingthatcanbe performeds limited,
we believe thatthe mostsubstantiasourceof erroris the intrinsic
variability in probemeasurement#\notherpotentialsourceof er
ror is the discrepang betweenthe delaysexperienceddy the two
pacletsin eachpair on their commonpath. We thereforeexam-
inedthe extentandeffect of the delaydiscrepang; with 512bins,
theoverwhelmingmajority of thediscrepang wasconcentrate¢h
0-3 bins, with a maximumvalue of 16 bins. The effect of these
discrepancie®n the quality of the estimatess relatively minor
whensucha smallamountof datais availablefor inference.lf we
useour queuemonitoringto constructan artificial setof measure-
ments(therebyproviding idealpaclet-pairprobemeasurements
our algorithms) the estimatesve obtainarevery similar to those
wereporthere.

5. CONCLUSIONS

We have describeda nonparametric framework for the inference
of internal delay distributions basedon unicastend-to-endmea-
surementThekey featuresof theframeawork areits flexibility (the
ability to capturefine detailsand smoothregions) and the intro-
ductionof acompleity penalizatiorthatallows smooth,accurate

estimatedo be generatedeven whenthe amountof datais very
small. ThebasicMMPLE framework developedherecouldbe ex-
tendedto the multicastapproachsuggestedh [4] andmayalsobe
applicablein time-varying contets lik e thoseconsideredn [2, 3].
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